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The state of data protection in the European Union – 20 years after the Lindqvist case 

Inaugural lecture –Herke Kranenborg 

15 October 2021 

Meneer de Pro-Rector en Decaan, hooggeleerde collega’s, geachte aanwezigen, 

Introduction 

Let me take you back to the end of the year 2003.  

The colleagues of the small RIO-Department of the Leiden Law Faculty were sitting around a 
meeting table in the office of Rick Lawson. It was the annual election of the “Ruling of the 
Year”. Each colleague had to propose a ruling from the EU Court of Justice or the European 
Court of Human Rights and explain why that ruling deserved the prestigious title: “RIO-
Department Ruling of the Year”. There was a round of voting in which you were not allowed 
to vote for your own ruling.    

I admit I don’t remember all the rulings put to the contest. Antoine probably suggested a 
distressing ruling about genocide or persons wanting to get their house back after a period of 
war, I assume Rick proposed a judgment which had implications for the relationship between 
the EU and the European Convention on Human Rights, Martin a ruling on the impartiality of 
judges and Mireille something with torture. If I remember correctly, Felix chose a ruling on 
state aid. In any event, his and my ruling received an equal number of votes, which meant a 
second voting round was necessary.  

After passionate defences of the importance of the two rulings, my ruling received the most 
votes. This was most likely due to the fact, and I think it is safe to reveal that by now, that I 
secretly voted for my own ruling… (listen, the rules for a second round of voting, were not 
very clear) 

The RIO-department-Ruling of the Year 2003, was the Lindqvist ruling of the EU Court of 
Justice.1  

It was one of the first rulings of the Court on data protection. It has become a standard 
reference in the subsequent case law of the Court on data protection and it is considered one 
of the landmark cases in the area. An area of law which has developed exponentially in the 
past two decades. Had nobody heard about the right to data protection in 2003, nowadays the 
General Data Protection Regulation (the GDPR) is known to almost everyone.    

And of course I foresaw all this, back in 2003… 

Well, ok, I didn’t. In fact, at the time, I just thought it was a fun ruling. For once not about the 
freedom of goods and services, or the freedom of persons. Not about competition law, or 
administrative law issues in the agricultural area. No, this was something new, modern and 
different. It was about sharing of information on a global network called the internet.  

 

 

                                                           
1 CJEU 6 November 2003, Bodil Lindqvist, C-101/01, ECLI:EU:C:2003:596. 
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The Lindqvist case 

A good moment to explain what the Lindqvist case was about. 

Please meet Ms. Bodil Lindqvist. In her free time, Ms. Lindqvist was a catechist for the 
Swedish Church in the parish of Alseda.  

In 1998, she followed a “data processing course”, and created a website to provide 
information to parishioners who were preparing for their confirmation.  

A few words to the younger generation present here today, in particular my children. 

Guys, 1998 was like the dark ages! 

In 1998, the mobile phone had just been introduced and it was quite special if you had one. 
Smartphones and tablets did not exist yet. Internet on the mobile phone was introduced only 5 
years later. To illustrate, the cool new feature in 1998, was the introduction of the buzz 
function (de trilfunctie). 

Also internet itself (so on the computer was in its infancy. It took ages to open websites, the 
less young generation present here will remember the following sound. The quality of the 
websites was poor. Apps, as you know them now, did not exist. There were no search engines 
like Google, there was no social networking, no Insta, Snapchat, Facebook, LinkedIn, 
YouTube, Spotify, TikTok, Strava, Zwift, Chess.com or bird watching apps.  

All those applications you (and for some maybe I as well) waste our time with, did not exist.  

You may wonder how we spent our days back then, but that’s for another moment.  

Let’s turn back to Mrs. Lindqvist. It was thus quite special what Mrs. Lindqvist was doing 
back in 1998.  

She created a website, which was linked to the general Swedish Church’ website. 

On the website Mrs. Lindqvist published the names of 18 co-volunteers in the parish and 
described in a “mildly humorous manner”, as the ruling says, the jobs held by her colleagues 
and their hobbies. She also published telephone numbers, family circumstances and from one 
colleague the fact that she had injured her foot and was on half-time leave on medical 
grounds. 

Mrs. Lindqvist had not informed her colleagues about the website, she had not asked for their 
consent, nor had she notified the Swedish data protection supervisory authority.  

She removed the information as soon as she became aware that it was not appreciated by 
some of her colleagues. 

But it was too late. And now the story becomes a bit sad. 

When the public prosecutor came to know about what happened, he opened criminal 
proceedings against Mrs. Lindqvist for breach of a brand new Swedish law on data 
protection.  
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This Swedish law transposed the EU rules contained in Directive 95/46, which had been 
adopted in 1995 and which I will now refer to as the Data Protection Directive.2 The Data 
Protection Directive was in force until 2018, when it was replaced by the GDPR (AVG).3 

In the end, poor Mrs. Lindqvist was convicted for: 

- Processing personal data without informing the supervisory authority; 
- Processing sensitive personal data (the foot injury) without consent; 
- Transferring personal data to countries outside the European Union, by placing the 

data on internet. 

She was ordered to pay a fine of around 450 Euro, which included a sum for a fund to assist 
victims of crime… 

Mrs. Lindqvist appealed this decision before a Swedish court, who decided to ask the EU 
Court of Justice for clarification of several of the provisions of Data Protection Directive. 

And now, this is the moment this lecture will get a bit more legal... 

Out of the seven questions asked to the Court of Justice, I will pick out three.  

As I will explain in this lecture, in answering these three questions, the Court of Justice 
ensured that the Data Protection Directive did not become an irrelevant piece of law. Put 
differently, in the Lindqvist ruling, three times the Court of Justice in a way “rescued” the 
Data Protection Directive.  

Now you are of course eager to hear what these three questions were. In my own words: 

- First: did the EU Data Protection Directive apply at all to the situation of Mrs. 
Lindqvist? 

- The second question: by placing the information on Internet, did Mrs. Lindqvist 
indeed transfer personal data to countries outside the EU? 

- The third question: did the Data Protection Directive breach the fundamental right to 
freedom of expression? 

I will now explain these three questions and the answers the Court gave. 

Question 1 (Scope of Union law) 

On the first question. Did the Data Protection Directive apply at all to the situation of Mrs. 
Lindqvist?  

You may wonder why this question was actually asked. She put personal data of others on the 
internet, so the data protection rules apply, right? Well, the question relates to the material 
scope of the Data Protection Directive, and in fact to the scope of Union law in general. 

This requires a bit of general background on EU law.  

Although EU legislation can be found in every area of national law, the competence to adopt 
EU legislation is still limited to what the Member States have agreed to confer to the 

                                                           
2 [1995] OJ L281/31. 
3 [2016] OJ L119/1. 
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European Union. Although the EU is often blamed for everything, the EU is not competent 
for everything.  

The conferred competences can be found in the EU Treaties. 

If the EU wants to adopt a law, it must indicate on what competence in the EU treaties that 
law is based. The Data Protection Directive was adopted on the basis of the competence of 
the EU to create an internal market amongst the EU Member States. 

This was one of the first competences conferred upon the EU. An internal market means that 
goods, services, persons and capital can move freely between the EU Member States. In other 
words: no border controls anymore between the Member States.  

Creating an internal market means economic integration. Having close economic ties was 
considered to be the solution to avoid a repetition of the disastrous wars that were fought on 
European soil. 

So, the Data Protection Directive was an instrument for the establishment of the internal 
market, a measure to achieve economic integration by ensuring common rules on data 
protection in all EU Member States.  

Economic integration. 

A few months before the Lindqvist ruling, the Court had decided another case concerning the 
Data Protection Directive: The Osterreichischer Rundfunk case.4 It concerned an Austrian 
auditing body that collected income data about employees of certain Austrian public 
undertakings. It was argued that it was not an internal market issue because there was no 
cross-border element: it was all purely internal to Austria. It had nothing to do with the 
internal market amongst member states, it was argued, it was not about integration.  

In Rundfunk, the Court considered that relying on the conferred competence to establish an 
internal market, as was done with the Data Protection Directive, does not mean that in every 
situation there must be an actual link with the free movement between Member States.  

Economic integration. 

Turning back to Mrs. Lindqvist. What she did was not an economic activity, one could argue. 
Well, that was in fact what her smart lawyer argued. By creating the website for the Swedish 
church, Mrs. Lindqvist did not perform an economic activity, but a charitable and religious 
one. If her activity would be covered by the Data Protection Directive, according to the smart 
lawyer, the EU would have acted outside its conferred competence to establish an internal 
market, which, as explained, is about economic integration. 

Building on its reasoning in the Rundfunk case the Court of Justice still decided that also 
activities which are not economic in nature, such as the website created by Mrs. Lindqvist for 
the Swedish church, fall within the scope of the Data Protection Directive. 

With these two decisions, the Court granted an exceptionally broad scope of application to 
the Data Protection Directive. 

                                                           
4 CJEU 20 May 2003, Rundfunk, C-465/00, ECLI:EU:C:2003:294. 
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Why was the Court so expansive?  

If the Court would have decided otherwise, as the Court itself explains in the Lindqvist ruling, 
the limits of the field of application of the Data Protection Directive would be particularly 
unsure and uncertain.  

Put in my own words: in order to know whether the Data Protection rules applied or not, one 
would have to check in every single situation whether a certain data processing activity is 
economic in nature and has a cross-border element. This would be unworkable.  

With its broad interpretation, the Court of Justice therefore “rescued” the effective 
functioning of the Data Protection Directive.   

Years later, Advocate General Kokott, in de Satamedia case, stated quite cautiously that, after 
the Lindqvist and Rundfunk rulings, the scope of the Data Protection Directive reached 
“almost” beyond the establishment of the internal market.5  

Well, one could also say that after these two cases, the Data Protection Directive went far 
beyond the internal market. Also schools, sports clubs and churches had to respect the data 
protection rules. One could put it even more strongly: all processing of personal data in the 
EU was covered by the rules of the Data Protection Directive.  

All processing? No, there were still limits.  

These limits were defined in the Data Protection Directive itself.  

For instance, Member State activities in the area of national security were excluded from its 
scope. This is a competence which the Member States explicitly did not confer upon the 
European Union.  

The Data Protection Directive also introduced a certain minimum threshold. It did not apply 
to data processing for purely personal or household activities. For example an address book 
you keep for your own purposes. 

You may think, being still concerned about poor Ms. Lindqvist: could she not have relied on 
that exclusion?  

Her smart lawyer indeed raised it, as a second argument. However, the Court rejected it. 
Putting personal information of others on the internet and thereby disclosing it to an 
indeterminate number of people, even though it is done for reasons of personal religious 
conviction, is not a purely personal or household activity.  

An echo of this could be heard a few years ago, when the Court ruled that also Jehovah’s 
witnesses, when going from door to door, couldn’t escape the application of the data 
protection rules. This was the Finish case Tietosuojavaltuutettu.6 

I have been talking about the scope of application of the Data Protection Directive so far. But 
everything I said also counts for the GDPR today, as its provisions on these points are 
similar.  

                                                           
5 Opinion AG Kokott 8 May 2008, Satakunnan Markkinapörssi Oy and Satamedia Oy, C-73/07, 
ECLI:EU:C:2008:266, pt. 53. 
6 CJEU 10 July 2018, Tietosuojavaltuutettu, C-25/17, ECLI:EU:C:2018:551. 
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However, there was an interesting change at the background. In 2009, with the entry into 
force of the Lisbon Treaty (which changed the basic treaties of the EU), the Member States 
agreed to confer upon the European Union the specific competence to adopt rules on data 
protection.  

In other words, the Member States created a new self-standing legal basis for the EU to adopt 
rules on data protection. The GDPR is based on this brand new competence, so it is not an 
“internal market” instrument, like the Data Protection Directive was. In a way the Member 
States “codified” in the founding treaties the broad application given to the data protection 
rules by the Court in the Lindqvist and Rundfunk rulings. 

In his recent opinion in the Latvian Penalty Points Case Advocate-General Szpunar argued 
that this new competence demonstrates that “data protection constitutes an EU policy field in 
its own right”.7  

The very purpose of the GDPR, according to Szpunar, is that it is to apply to any form of 
processing of personal data, regardless of the subject matter involved.  

He argues that even the exclusions provided for in the GDPR itself (so the ones on, inter alia, 
national security and purely personal and household activities) should be interpreted 
restrictively. Otherwise – in the words of the Advocate-General – the GDPR, which was 
intended to be a tiger for data protection, would turn out to be a domestic kitten.  

Perhaps this was a more eloquent way of saying that otherwise the GDPR would become an 
irrelevant piece of law. 

A small footnote, before turning to the second question from the Lindqvist case. The careful 
listener will have spotted that already under the Data Protection Directive, so since more than 
20 years, schools, sport clubs and churches had to comply with the data protection rules. Why 
then was there so much fuss when the GDPR entered into force in 2018? Suddenly we all had 
to comply with those rules! We were bombarded with e-mails asking for our consent. Well, 
the big game changer was the introduction by the GDPR of the possibility of being fined by 
the data protection supervisory authorities with enormous amounts, going up to 20 million 
Euro or 4% of the annual worldwide turnover of a company. That certainly helped raising 
awareness, as it has turned out. 

Question 2 (Transfer of personal data to a third country) 

Let me turn to the second “rescue” by the Court of Justice of the Data Protection Directive.  

The second question was whether by placing personal data of others on Internet, Mrs. 
Lindqvist transferred personal data from her colleague volunteers to countries outside the EU. 

This relates to an issue which is a world of its own within data protection: the transfer of 
personal data to countries outside the EU, also called “third countries”. 

For such transfers there are specific, additional rules. Basically, personal data may only be 
transferred to a third country if the data remains subject to a level of protection that is 
essentially equivalent to that in the EU.  

                                                           
7 Opinion AG Szpunar 17 December 2020, Penalty Points, C-439/19, ECLI:EU:C:2020:1054, pt. 52. 
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The European Commission can take a decision in which it concludes that a third country 
provides such an essentially equivalent level of protection, these are so-called “adequacy 
decisions”. The list of third countries subject to such an adequacy decision is not very long. 
On the list are, for example, Switzerland, Japan and the United Kingdom, which to my regret 
also is a third country nowadays.  

If the European Commission has not taken such an adequacy decision, the person who still 
wants to transfer personal data to a third country must itself put in place measures to ensure 
that the data remain subject to an essentially equivalent level of protection. For example, the 
person can conclude a contract with the entity in the third country receiving the personal data. 

The rules on data transfers to third countries are known, in particular thanks to a former 
student from Austria, Mr. Max. Schrems, who fought (and still is fighting) Facebook. The 
Irish establishment of Facebook transferred the personal data of its users in Europe to its 
parent company in the United States. This transfer was based on a specific adequacy decision 
of the European Commission in relation to the US, known as the “Safe Harbor decision”. 

After Edward Snowden in 2013 revealed wide-scale access by the United States security 
services to data that had been transferred from the EU to the United States on the basis of that 
Safe Harbor decision, Schrems started proceedings against Facebook.8 To cut a long, very 
long story short, the Court of Justice, in 2015, invalided that Safe Harbor decision of the 
Commission.  

According to the Court, the European Commission could not have concluded that the US 
provided essentially equivalent protection, due to the wide competences of the US security 
services, and the absence of safeguards for the persons whose data were transferred to the 
US.  

Last year, in a second case concerning Mr. Schrems, the Court came to the same conclusion 
in relation to the successor of the Safe Harbor decision, the EU-US Privacy Shield decision.9 

In that second Schrems ruling from 2020, the Court underlined that in the absence of an 
adequacy decision of the Commission, it is indeed for the person who wants to transfer 
personal data to a third country to ensure appropriate safeguards. This might include having 
to assess whether the rules on access to personal data by the national security services of that 
third country are within the limits of what is acceptable according to EU law. 

Now turning back to the situation of Mrs. Lindqvist. She was convicted for transferring 
personal data to third countries without respecting the specific transfer rules.  

Indeed, she published personal data on the Internet. And by doing so, the personal data was 
accessible to persons in third countries. Also someone in New Zealand, South-Africa or 
Mexico could visit her website. Considering this a transfer of personal data to a third country 
would mean that Ms. Lindqvist, in the absence of Commission adequacy decisions, should 
have checked and ensured that the data would be subject to equivalent standards in relation 
to… almost all countries in the world who were connected to Internet! 

                                                           
8 CJEU 6 October 2015, Maximillian Schrems v Data Protection Commissioner (Schrems I), Case C-362/14 
ECLI:EU:C:2015:650.   
9 CJEU 16 July 2020, Data Protection Commissioner v Facebook Ireland Limited and Maximillian Schrems 
(Schrems II), Case C-311/18, ECLI:EU:C:2020:559.   
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I imagine that at this stage, Mrs. Lindqvist really started to regret having created that nice 
website back in 1998. 

However, the Court of Justice now also came to her rescue! By putting the information on the 
Internet, according to the Court, Ms. Lindqvist did not directly transfer personal data to a 
third country. There were several steps between Ms. Lindqvist uploading the personal data on 
the website and the person in the third country having access to it. In particular, there are 
hosting providers in between making the connections possible.  

This could raise an eyebrow, because at least somewhere in the chain of events, someone is 
transferring the data directly to a third country. But, as the Court underlined, the question was 
about Ms. Lindqvist, not about the hosting providers.  

The Court supported its conclusion by stating that the EU legislator could not have intended 
to apply the specific transfer rules to the placing of personal data on Internet. If one third 
country would not ensure an essentially equivalent level of protection, any personal data 
placed on the internet would be prohibited.  

So, the Court rescued Ms. Lindqvist, but it also saved the credibility of the Data Protection 
Directive. In addition, one could also say the Court actually rescued the world wide web… 

Question 3 (Data protection and freedom of expression - Internet) 

I now turn to the third question. Did the Data Protection Directive breach the fundamental 
right to freedom of expression? 

In putting information on the Internet, Mrs. Lindqvist could be seen as exercising her 
freedom of expression. If the Data Protection Directive would prohibit her from doing so, 
wouldn’t that be a disproportionate limitation, and thus a breach of her fundamental right to 
freedom of expression? A right which is recognised in the EU Charter of Fundamental Rights 
and the European Convention on Human Rights. 

A potentially “killing question” for the Data Protection Directive. If the answer would be 
“yes”, then the Data Protection Directive would be invalid. 

As you might already guess, the answer the Court gave was: “no”. The third “rescue” of the 
Data Protection Directive! 

The right to data protection is easily in conflict with other fundamental rights. As Advocate-
General Kokott put it, in her opinion in the Satamedia case: the situation of conflict between 
different fundamental rights and also between data protection and other general interests is 
characteristic of the interpretation of the Data Protection Directive.10  

To give just one other example: data protection can come into conflict with the right of public 
access to documents held by the government. For example if the document asked for contains 
personal data, like names in the minutes of a meeting. A random example. 

Back to Ms. Lindqvist: of course her right to express herself freely on the internet should be 
respected. But at the same time, also the privacy rights of her co-volunteers needed 

                                                           
10 Opinion AG Kokott 8 May 2008, Satakunnan Markkinapörssi Oy and Satamedia Oy, C-73/07, 
ECLI:EU:C:2008:266, pt. 44. 
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protection. One cannot, under the cloak of freedom of expression, just like that, publish 
information about others on the internet. In such a classical situation of conflict of 
fundamental rights, a balance must be found. 

In the Lindqvist ruling, the Court considered that the rules in the Data Protection Directive 
were relatively general and could be applied in a way that a balance is found between other 
rights and interests, such as the freedom of expression. It would be for the Member States to 
make that balance. Therefore, the Data Protection Directive itself did not unduly restrict Ms. 
Lindqvist’s right to freedom of expression. 

It is remarkable that the Court of Justice did not refer to a provision in the Data Protection 
Directive which actually addressed the potential conflict with the freedom of expression. 
Member States could deviate from certain rights and obligations in the Data Protection 
Directive if this was necessary to reconcile the right to privacy with the rules governing 
freedom of expression. A similar provision can be found in the GDPR. 

Perhaps the Court did not mention this provision as it applies to the processing of personal 
data “solely for journalistic purposes”. This could imply that the provision was only available 
for “journalists”, so not for persons like… Mrs. Lindqvist. 

However, in later case law (Satamedia), the Court gave a very broad interpretation of the 
notion of “journalistic purposes”.11 It implied the disclosure to the public of “information, 
opinions or ideas”. The status of the person doing it was not decisive. In the Buivids case, the 
Court concluded that a private person who had filmed the police while being interrogated, 
and who placed that footage on YouTube, concerned the disclosure to the public of 
information, opinions or ideas.12 

In any event, the Court seemed, and seems, to gladly leave it to the Member States to find the 
right balance between the conflicting rights. Member States are thereby guided by the case 
law of the European Court of Human Rights, which has produced an enormous number of 
rulings dealing with precisely this conflict between the rights to privacy and freedom of 
expression. 

So we don’t know whether the Court of Justice thought that in the situation of Mrs. Lindqvist 
the right balance was struck when Sweden applied the Data Protection rules.  

However, the Court did say something about the fine that Mrs. Lindqvist had to pay. The 
Court underlined that a fine should respect the general principle of proportionality. Although 
the Court again leaves it to the Swedish Court to assess the proportionality of the fine, the 
ruling seems to suggest that the Court of Justice considered the fine for Ms. Lindqvist 
excessive.  

What is the state of data protection in the EU? 

With the answers to the three questions from the Lindqvist ruling, the Court of Justice 
“rescued” the Data Protection Directive by ensuring it remained an effective, workable and 
credible legal instrument. 

                                                           
11 CJEU 16 December 2008, Satakunnan Markkinapörssi Oy and Satamedia Oy, C-73/07, ECLI:EU:C:2008:727. 
12 CJEU 14 February 2019, Sergejs Buivids, C-345/17, ECLI:EU:C:2019:122. 
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Therefore, on hindsight, the Lindqvist ruling certainly deserved the title of RIO-Department 
Ruling of the Year 2003. The EU data protection rules could start to flourish, in a world that 
changed drastically. 

And where do we stand about 20 years after the Lindqvist ruling? What is the state of data 
protection in the European Union? 

I will start with a few general remarks. 

The GDPR is the flagship of the EU data protection rules (there are several other data 
protection instruments I have not mentioned so far). One might be annoyed by it, it might not 
be perfect, but I think it is fair to say that the GDPR, as such, is a great success. The GDPR 
has created awareness, compliance with data protection rules has increased tremendously and 
there is a better alignment of the standards throughout the European Union.  

And also outside the EU, the GDPR plays an important role. For many countries in the world, 
like Brazil, India, Indonesia, the GDPR is or has been a source of inspiration for new 
legislation on data protection. With the GDPR, the EU has taken a leading role to increase the 
level of protection of personal data worldwide. 

Yes, I also work for the European Commission. That being said, all I say today is of course 
on my own account. 

The success and strength of the EU data protection rules is to an important extent also due to 
the EU Court of Justice. Not only has the Court rescued the predecessor of the GDPR, and in 
fact the GDPR itself, from becoming an irrelevant piece of law, as I discussed. The Court has 
also given true value to the fundamental nature of the rights to privacy and data protection, as 
they are laid down in the EU Charter of Fundamental Rights. The Court has shown that it 
takes these rights very seriously, and it has anchored many aspects of the data protection rules 
in primary Union law. 

At the same time, the success of the GDPR is under pressure.  

I have not mentioned them so far, but currently, all eyes are on the Data Protection 
Supervisory Authorities. Of course also these authorities, alone or together in the European 
Data Protection Board, have contributed hugely to the development and understanding of the 
data protection rules inside and outside the European Union. 

But, after the first wave of compliance stress after the entry into force of the GDPR, the 
effectiveness of the GDPR will depend on the actual enforcement of its rules. In this, the 
Supervisory Authorities play a key role.  

For the processing of personal data by companies in several or in all EU member states, like 
the big tech companies, the Supervisory Authorities need to cooperate in what is called the 
“consistency mechanism”, with possible binding decisions to be adopted by the European 
Data Protection Board. 
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This consistency mechanism must work. And it must work efficiently. As the Court of Justice 
underlined recently in the Belgium Facebook ruling Supervisory Authorities need to take 
their responsibility in this respect.13 

I am not implying they don’t, but the effective functioning of the system still needs to be 
proven. I only want to underline the importance of this.  

If enforcement fails, and of course the Supervisory Authorities are not alone in this, data 
subjects themselves and representative organisations, as well as national courts, also have 
their role to play, and of course Member States should make sure the Supervisory Authorities 
are properly equipped to do their job. If enforcement fails, the current success of the GDPR 
will be at stake.  

So far, the GDPR has been taken seriously, but of course it should continue to be taken 
seriously. 

-- 

Also the substantive rules of the GDPR are subject to challenges. After having analysed the 
Lindqvist ruling in the preparation of this lecture, I realised that precisely on the three points 
on which the Court of Justice “rescued” the Data Protection Directive, the GDPR is facing 
challenges. 

On the first point: the scope of the GDPR.  

The GDPR applies to all data processing in the EU, unless the GDPR itself states that it 
doesn’t.  

I referred to schools, sports clubs and churches. They are covered by the GDPR. And schools, 
sports clubs and churches should obviously treat personal data with great care.  

However, and I know I am touching a delicate subject now, should the rules of the GDPR 
apply to them in the same way as they apply to companies or government authorities that 
process personal data? Wouldn’t it be worth exploring whether a risk based approach, which 
is not an unknown feature in the GDPR, could be further developed before certain obligations 
kick in?   

I am not going as far as Advocate-General Bobek in his opinion in the Rigas case, who was 
pleading for applying an additional “rule of reason” to data protection, or, as he suggested in 
an opinion last week to have a more restrictive interpretation of certain key notions of the 
GDPR.14 However, I do agree with him that we should avoid “application absolutism” and 
that protection of personal data should not disintegrate into obstruction by personal data.  

As to processing activities that are not covered by the GDPR, I mentioned as a primary 
example data processing activities of Member States authorities for reasons of national 
security. In recent case law (Privacy International, La Quadrature du Net15), the Court of 

                                                           
13 CJEU 15 June 2021, Facebook Ireland Ltd and Others v Gegevensbeschermingsautoriteit, C-645/19, 
ECLI:EU:C:2021:483, pt. 68. 
14 Opinion AG Bobek 4 May 2017, Rīgas satiksme, C-13/16, ECLI:EU:C:2017:43, pt. 99 and Opinion AG Bobek 
6 October 2021, X and Z, C-245/20, ECLI:EU:C:2021:822, pt. 55-65. 
15 See CJEU 6 October 2020, Privacy International, Case C-623/17, ECLI:EU:C:2020:790 and CJEU 6 October 
2020, La Quadrature du Net a.o., Joined Cases C-511/18, C-512/18 and C-520/18, ECLI:EU:C:2020:791. 
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Justice still expressed itself on national security measures because these measures involved 
the processing of personal data by private entities. For instance, telephone companies were 
obliged to retain telecommunications data in order to have the data available for national 
security purposes. Or the operators were required to perform certain algorithmic searches on 
their consumer database. 

In my view, the Court was correct in expressing itself on these measures from the perspective 
of the operators. At the same time, I witness great reluctance of many EU Member States 
governments, their parliaments and perhaps even their Courts, to accept subsequent 
conclusions in the Court’s rulings. And that is a very worrying development.  

Let me take the opportunity today to underline more generally that not accepting the primacy 
of EU law, and the interpretation given of it by the EU Court of Justice, is clearly 
unacceptable as it undermines the legal construct of the European Union as such. 

I turn to the second point taken from the Lindqvist ruling: transfers of personal data to third 
countries.  

The underlying logic of these rules is obvious, personal data should not lose its protection by 
the mere fact that the data leaves the EU. The protection should travel with the data, as is 
often said.  

As explained, the data should remain subject to an essentially equivalent level of protection. 
The reference to “essentially equivalent” implies a certain flexibility, an understanding that 
other countries in the world might organise the protection of personal data differently, might 
have other legal traditions, might come to different outcomes when balancing the protection 
of personal data against other fundamental rights and public interests.  

Still, the bar is put high for a third country to be qualified as adequate, or to be seen as 
allowing controllers to put in place appropriate safeguards. Also in this area, I witness 
reluctance. Reluctance from third countries in adapting their legal systems to the strict EU 
standards, in particular if it concerns government access to transferred data for law 
enforcement or national security purposes. 

As to the third point, the freedom of expression. Ms. Lindqvist put information on the 
internet, and was arguably making use of her freedom of expression. Although, like the Data 
Protection Directive, the GDPR leaves it to the Member State to reconcile the conflicting 
rights, the issue is an illustration of a larger underlying difficulty: how to regulate the 
internet? A world-wide web which knows no borders.  

As explained, the Court concluded that Ms. Lindqvist had not transferred personal data to a 
third country. But data put on internet is still available in third countries.  

A few years after the facts in the Lindqvist case, the well-known internet search engine 
Google was established.  

Google has been subject to several rulings of the Court of Justice, all relating to the “right to 
be forgotten”. You have a right to ask Google to delete certain results from the list which 
shows up when you search on your own name. 
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Small footnote, that right obviously cannot be invoked if someone else, for instance a 
German tattoo artist, has the same name as you.16  

Two years ago, the Court ruled that the right to be forgotten in the GDPR only applies to 
searches which are performed from the territory of the EU.17 So not for searches performed 
from outside the EU, for instance in the United States. There, the search results you wanted to 
be removed, continue to appear if a person searches on your name.  

Taking the Lindqvist ruling and the Google LLC ruling together means that personal data on 
the internet may be available in a third country, because it is not a transfer, but if a person 
wants the information to be “forgotten”, that will only apply within the EU. The information 
will still remain available in the third country. 

This issue is not easy to solve, but today I just use it as an illustration of the difficulties in 
regulating the internet. And other technological and societal developments will continue to 
challenge the effectiveness of the GDPR, such as the further development and application of 
artificial intelligence, the increased possibilities for using biometric data, the further 
introduction of block chain technology, the development of cryptocurrencies, etc. 

All these challenges for the GDPR in my view have one overarching concern in common: the 
risk of losing support for the GDPR (“draagvlak” in Dutch).  

There is a risk of losing support from the public, if the data protection rules are not only big 
on big issues, but also big on small issues. 

There is a risk of losing support from the industry, if there is uncertainty how the rules apply 
to new technologies, but also if the data protection rules are not properly enforced at national 
or at European level. 

There is a risk of losing support from the Member States, if the EU rules start entering too 
deeply into areas which the Member States consider not to have been conferred on the EU. 

And, in a way, there is even a risk of losing support from third countries, who might have a 
limit to their understanding why their legal systems would not allow to receive data from the 
EU. 

The EU legislator, the Court of Justice, the European Commission, national courts, 
supervisory authorities and all other actors in the data protection community, should 
constantly be vigilant not to lose this “support” for the data protection rules and make sure 
they indeed remain effective, workable and credible. 

And in all this, I will try to make my modest contribution. Not only in my work for the 
European Commission, but also here at Maastricht University.  

The three points I took from the Lindqvist ruling will also be the focus of my research at this 
wonderful, young and dynamic university: 

- General questions of EU law relating to data protection, scope!  
- The international dimension of data protection 

                                                           
16 A slide showed the search results in images when searching on « Herke Kranenborg ». 
17 CJEU 24 September 2019, Google LLC, C-507/17, ECLI:EU:C:2019:772. 
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- The reconciliation with other fundamental rights. 

I think I have stretched the limits of your attention enough by now. 

For the last time, back to Ms. Lindqvist. Although her story is of course a bit sad, I think we 
should be grateful to her. In fact, she can be proud of being the basis for such a seminal 
ruling. The RIO-Department ruling of the year 2003. 

The Swedish court, after having received the answers from the Court of Justice, decided to 
waive her fine. 

And now, here you all are, an audience of smart people, half of you, data protection 
specialists. Perhaps you have asked yourself during this lecture, this newly appointed data 
protection professor, how come he talks so much about Ms. Lindqvist, reveals information 
about her and shows pictures of her. There is even a livestream on YouTube, by all means. 
Doesn’t he breach the rules of the GDPR in doing so? 

Well, no. As I have her consent.  

With the great help of my colleague Marcus Gustafsson, we found Ms. Lindqvist and had a 
very pleasant video-call with her. She was excited to hear that her case still caused waves in 
the data protection world, and she was indeed proud of it. But she was also a bit worried: was 
the GDPR “her fault”? Of course it was not. And Ms. Lindqvist is actually watching the 
livestream. “Kära Bodil, tack för din vilja att prata om ditt fall. Det var ett riktigt nöje att 
träffa dej.” 

Let me address a few words to the students. You have very wisely chosen to deepen your 
knowledge in a legal area which has developed beyond my imagination. And which will 
continue to do so. Data protection is so much more than “compliance”. It is an area of law, 
which interacts with all other areas of law. It constantly raises fundamental questions, 
constantly needs to be reassessed in the light of technological and societal developments. My 
objective is to equip you all with the knowledge, skills and understanding you need to play 
your own role in this. In the area of data protection, and I understand that part of the audience 
will now think: “uhuh, of course”, in the area of data protection there is never a dull moment.    

There are so many persons I should thank today.  

First of all, Rianne Letschert, Jan Smits, the other members of the University and Faculty 
boards, and the members of the appointing committee. I feel so privileged to stand here, that 
you have put your trust in me.  

I thank the colleagues from the European Centre on Privacy and Cybersecurity, in particular, 
of course, Joyce and Cosimo, whom I know almost as long as I know the Lindqvist ruling. 
We go way back, rain in Barcelona, I am grateful that you always kept me involved in your 
ambitious projects. 

Thanks to the Maastricht Centre for European Law, Ellen, Bruno, Monica, for giving me such 
a warm welcome, despite the lockdown.  

I would not stand here today, without the many excellent colleagues I have worked with, I 
learned so much from you and you have made my work such a pleasure. It is so nice to see so 
many of you together here today, from Leiden University, the European Data Protection 
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Supervisor, from the University of Leuven, from the European Commission, in particular its 
wonderful Legal Service, and now also from Maastricht.  

Knowing I will not do justice to so many of you. I would like to pay special tribute to two 
persons who, in particular, played a decisive, leading and inspiring role in the two parts of my 
career which I continuously attempt to combine: Rick Lawson and Peter Hustinx.  

As to Rick. Of course I should also thank Piet Jan Slot, as he and Rick were the supervisors 
of my PhD, and Luc Verhey as the external “referent”. Without Rick’s inspiring, enthusiastic 
and human approach to teaching and academic research and all the wonderful things 
surrounding it, I am not sure whether I would have started my career in the academy.  

Also Peter Hustinx has been a great source of inspiration. As the first European Data 
Protection Supervisor, Peter Hustinx has shown me the way to constructively approach data 
protection in often complicated international settings. He, with some good help from Chris 
Docksey and Hielke Hijmans, has played a crucial role in “shaping” me as the professional I 
am today. 

I also want to thank my friends, coming from different periods of my life, so many of you 
have come here today. Often I realise that your friendship has added and still adds so much 
colour to my life. 

I would like to thank my parents in law, Gerrit and Sissy, I am so happy that Anja turned out 
to have such incredibly sweet, caring and nice parents. But then, looking at Anja, that could 
hardly come as a surprise. 

I thank our lovely children, Stijn, Sytske, Pieter and Anna, jullie zijn echt de leukste kinderen 
die iemand kan wensen, ik ben trots op jullie en hou van jullie. You truly are the joys of my 
life. Together of course with your Mum (and my road bike, and our dog Guus).  

Of course I would have been nowhere without the love of my life, Anja. Btw. I realised we 
got married just two months before the Lindvqist ruling came out! How cool is that! But at 
the same time I also realised this is perhaps not a very romantic statement to make. More than 
18 years of marriage and still my life with you is “een groot feest”.  

Tot slot wil ik mijn lieve, dappere en sterke moeder bedanken. En natuurlijk mijn vader, die 
hier zonder twijfel glimmend van trots op de eerste rij zou hebben gezeten.  

Het is aan hen dat ik deze oratie opdraag.  

Ik heb gezegd.  


