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Digital Transformation and Governance Innovation
for Public Biobanks and Free/Libre Open Source

Software Using a Blockchain Technology

Nikolaos Evangelatos,1–3,* Sudhakara P. Upadya,4,* Julien Venne,5 Kapaettu Satyamoorthy,6

Helmut Brand,5,7 C.S. Ramashesha,4 and Angela Brand3,6,8

Abstract

Digitalization and digital health are transforming research practices, while economic growth is increasingly
driven by the information commons. In the case of biological sciences, information commons, such as public
biobanks and free/libre open source software (FLOSS), are of paramount importance for both research and the
bioeconomy. In a time of digitalization, however, information commons are vulnerable to violations, such as the
free-rider problem, that render the commons unsustainable. Consequently, it has been argued that the enclosure
of the informational common resources is the only means to effectively exploit them. Given the social and
economic importance of the information commons, the new digital environment in biology and health requires
governance innovation that will regulate the social embedding of the commons and their relationship to the free
market, that is, a new political economy is needed. In this context, the need for a core common infrastructure,
stretching from the physical to the logical and content layer of the information environment, that will guarantee
the protection of the commons from both violations and enclosures, has been highlighted. Focusing on the
interaction between two biological/bioinformatics commons, namely public biobanks and the FLOSS, we have
set up an ecosystem relying on a blockchain technology. The proposed governance mechanism protects the
information commons from the free-rider problem and guarantees their sustainability without hampering their
operational framework. Our model demonstrates the interdependence and protection of the information com-
mons not as an abstract theoretical exercise, but rather as a physical reality on the digital ontological matrix.

Keywords: blockchain, digitalization, free/libre open source software, public biobanks, political economy, the
commons

Introduction

D igitalization transforms human environments,
business endeavors, and practices (Brennen and Kreiss,

2016). In the specific case of the bioeconomy, the signifi-
cance of digitalization largely relies on (and is exemplified

by) its function as the enabler for the emergence of Big Data,
mainly in the form of ‘‘-omics’’ data that can be separately
stored, analyzed, shared, and exchanged over public or pri-
vate research infrastructures known as biobanks.

Public biobanks are platforms where researchers from
around the world can freely upload and/or study and analyze
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information in the form of meaningfully aggregated
‘‘-omics’’ data. Of importance, the operational framework of
public biobanks, that allows free access to informational
shared resources, renders them, in essence, information
commons arrangements (Boggio, 2017).

Typically, information commons consists of a shared in-
formational resource (i.e., a form of knowledge), the actors that
manage it (i.e., the commoners), and the rules and social norms
that determine its function, that is, information commons is the
institutional arrangement of all these elements. For instance, in
the case of the International Nucleotide Sequence Database,
the biological information in the form of sequences is the
shared resource and the researchers who upload/use the se-
quences are the commoners. The operating framework is the
one providing free and unrestricted access to all sequence data
records without fees, restrictions, or licensing requirements
placed on the redistribution or use of the data (INSDC, 2019).

The generation of ‘‘-omics’’ data and their further analysis
(e.g., over public biobanks) relies extensively on the utilization
of free/libre open source software (FLOSS). Of note, re-
searchers using and/or modifying a FLOSS are also forming
(even if unconscious of it) an information commons. In this
case, the researchers using and/or modifying the FLOSS are the
commoners, the source code of the FLOSS is the shared re-
source, and the operating framework is the one determined by
the corresponding license (Evangelatos et al., 2018). For the
scope of this article, we will abstractly consider licenses, such
as the General Public License, that provide free access to the
source code along with the freedom to use, copy, study, and
voluntarily modify it (GNU General Public License, 2007).

Of importance, each time a researcher (a commoner)
modifies the source code of a FLOSS, she/he adds knowledge
in the form of the modifications. This new knowledge builds
on the existing knowledge ‘‘deposited’’ in the previous ver-
sions of the FLOSS. Theoretically, every time a FLOSS is
modified, the researcher who has taken advantage of the
previous knowledge and added her/his own is morally ob-
liged to make the modified version publicly known and freely
available to every member of the community that constitutes
this certain commons, that is, to the other commoners.

Indeed, in accordance with the terms of the corresponding
general public license, the right to modify the source code is
predicated on the moral obligation to make the new version
publicly and freely available. However, abiding on this ob-
ligation depends exclusively on the ethos of the people who
use and modify the FLOSS, and violations in the form of free
riding may occur. More specifically, in cases where a mod-
ification has taken place but not been released to the public,
the party who has modified the FLOSS has capitalized on
the previous efforts of the other commoners (who have de-
veloped it up to this point) without, however, letting the
community benefit from her/his contribution. Although in-
formational resources, as opposed to natural ones, cannot be
depleted, free riding has clearly occurred, threatening the
sustainability of information commons (Hardin, 1968).

In the specific case of FLOSS, that would mean that the
commoners might refrain from making their modifications
publicly and freely available because they would not be
willing to allow free riding on the shared resource (that re-
flects the collective effort) by third parties. Such develop-
ments would undermine the commons and threaten their
sustainability. As a result, many have called for the enclosure

of the informational common resources as the only means to
effectively exploit them.

In the case of natural commons, as Elinor Ostrom has
brilliantly demonstrated, the regulation of the actions of
the commoners based on horizontal, nonhierarchical, self-
regulation models may deter free riding, thus resulting in
sustainable development and the preservation of the com-
mons (Hess and Ostrom, 2007; Ostrom, 1990).

Correspondingly, in the case of information commons, the
challenge is to construct a regulating mechanism that will
prevent free riding without changing the core operational
framework of the commons, that is, leaving the informational
common resource free for everyone to use and modify. In the
case of FLOSS, this would mean to create a mechanism that
prevents third parties from taking advantage of the collective
effort, without however restricting access to the source code
for use and/or modification.

In essence, this is a data governance problem. In the past,
many efforts have been made toward securing the optimal
distribution of data among the members of the scientific
community. A noteworthy initiative from the International
Committee of Medical Journal Editors has led to the sharing
of the de-identified individual patient data of clinical trials
within 6 months after publication as a condition for publi-
cation in the member journals (Taichman et al., 2016).
However, in the case of FLOSS, tying the disclosure of the
(modified) source code to the publication of the results would
not prevent a violator from using her/his new source code
offline and disclosing an old version of the source code.

To circumvent such problems of trust one should employ a
technology that can create networks and secure trust between
parties without relying on their good will or altruism. Being
in essence a combination of established technologies, a
blockchain is a technology that registers the exchange of data
(transactions) between users keeping a chronological order. It
does so by utilizing a distributed ledger technology and
cryptography to verify and store information among mem-
bers of a network often in the absence of a central regulatory
authority. There is not just one type of blockchain and the
various types differ on the level of openness (public or pri-
vate), the level of the required permissions in order to be able
to add information to the chain, and a number of other vari-
able features. Blockchain has already started reshaping the
world of transactions, changing the landscape in many sec-
tors including health care (Berryhill et al., 2018).

Focusing our empirical lens on the interaction between two
information biological/bioinformatic commons, that is,
public biobanks and FLOSS, we show how the interaction of
information commons arrangements with each other can
protect them from the free-riding problem, thus securing their
sustainability. To this end, we have modeled an ecosystem
using a decentralized blockchain technology that protects the
information commons from the free-riding problem, guar-
antees their sustainability, and regulates their social embed-
ding within and along free market models.

Materials and Methods

The proposed ecosystem (Fig. 1) consists of four compo-
nents: the FLOSS (library), the applications that use FLOSS,
the biobanks that have the data requested from the appli-
cations, and the source validators. The latter act as the
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computing nodes of the blockchain: they keep track of the
different versions of the FLOSS maintained by the various
applications and provide the validation check on whether the
version of the FLOSS used by an application is registered
with the ecosystem. In essence, the source validators main-
tain the ledger of the different versions of FLOSS. When a
random node is updated with a new version, the node dis-
tributes the information to all other nodes in the network.
This ensures that the ledger of FLOSS versions is in synch
across every node in the regulatory network.

To identify the version of the FLOSS, the system generates
a unique key based on the compiled code of the library. This
unique key is considered the identification key of the FLOSS
used by a certain application. Any change to the source code
(even addition of a single comment) will result in the gen-
eration of a different key for the library. Each time an ap-
plication that utilizes the FLOSS services requires access to
data from a biobank that belongs to the ecosystem, it is re-
quired to provide the identification key of the employed
FLOSS to the biobank.

The application passes the compiled version of the FLOSS
to the biobank along with its request for data. The biobank, in
turn, forwards the FLOSS details to the most readily available
source validator for verification. The latter computes the key
based on the incoming FLOSS version, compares the key
with its ledger of FLOSS, and determines whether the current
FLOSS version is already registered or not.

If the source validator identifies the key, then the biobank
allows access to the requested data.

In case the FLOSS key is not identified as already regis-
tered by the source validator, the biobank requests from the

application to register the new version (i.e., to provide the
modified source code of the updated FLOSS) with the source
validator node. The latter compiles the newly uploaded
source code, computes a new key, updates its FLOSS ledger,
and distributes the updated information to every node in the
network. The application now requests access to the biobank
data again, and, because the current FLOSS version is already
updated at the source validator ledger, access to data is
granted.

Results

Experimental set up

To illustrate the regulatory concept between the two
commons (biobank and FLOSS) using the network of source
validator nodes, we have implemented a prototype as a proof
of concept (Fig. 2). The prototype consists of the following
components:

1. A library (represents a FLOSS) that has a method
computeData().

2. A data provider (represents a biobank) that has the
method getDatavalue (encoded FLOSS source file) to
allow data access to the calling application.

3. The data provider calls the Source Validator Node that
has the keys of all registered versions of the Library
and also provides the lookup mechanism to check
whether an identification key corresponds to a regis-
tered version of FLOSS. The Source Validator further
provides the end user with the option to upload a new
version of the library.

FIG. 1. Regulatory system for usage of FLOSS and biobank data built using a network of source validator nodes. FLOSS,
free/libre open source software.
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4. An application 1 and an application 2 that utilize the
library for online work with data provided by the
provider (biobank).

5. In the experimental setup, we show Biobank 1 con-
necting to Source Validator 2 to illustrate that each
biobank may freely contact any source validator
available in the network. Correspondingly, the ap-
plications are also freely configured to contact either
Biobank 1 or Biobank 2 based on the application’s
data needs.

Design of the prototype

Application 1 and Application 2 use a library for their
functionality implementation. The prototype uses the li-
brary’s computeData() method to find the sum of the in-
coming data sequence. Two data sources are utilized for
illustration purposes, representing two different biobanks. In
the prototype, Data Provider 1 returns the sequence of ‘‘5.52,
6.19’’ and Data Provider 2 returns the sequence ‘‘105.52,
800.19.’’ The application can contact any of the data pro-
viders and request access to their data. In the prototype, the
application will contact Data Provider 1 if type entered is B1
and Data Provider 2 if type entered is B2.

Before gaining access to the data, the application needs to
get the version identifier key of the library it is using. In this

prototype, we are using an MD5 digest of the executable file of
the library as the version identifier key of the library. The MD5
is a message-digest algorithm initially designed to be used as a
cryptographic hash function. The MD5 function works on the
principles of cryptography (Rivest, 1992) and produces the
128-bit message digest or fingerprint of the input supplied to it.
The MD5 algorithm is intended for the digital signature of the
applications. In the prototype, the MD5 digest is used to
identify a particular version of the library. Any changes to the
library will result in a different MD5 digest.

The application gets the source version key value by
contacting the data provider. The class file of the library is
sent to the data provider in the form of a Base64 Encoded
String. The string is decoded and an MD5 Hash code is
generated for the .class file. The generated key of the library
is passed along with the request to get access to the data of the
provider. The latter provides access to the application if the
library’s source code version is recognized by the source
validator. The applications need to register any changes to the
source code of the library to the repository maintained at the
source validator node(s) in order to get access to the biobank
data. The data provider checks if the library used by the
application is registered with the source validator by passing
the key to the latter. Once the source validator confirms the
library version (by comparing the library’s key to the existing
ledger), the data provider allows access to the requested data.

FIG. 2. Experimental set up of the prototype.
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There are two versions of the library used for the illus-
tration in the prototype. Each of them computes the sum of
the data obtained by the data provider. The calculation of
the sum represents the computation that can be applied to the
incoming data sequence by FLOSS in a real scenario. The
library version 1 computes the data obtained by the data
provider to bind it to a two-digit precision output value. The
second version of the library computes the data obtained and
binds it to a single-digit precision output value. The sequence
of activities of the prototype is given in Figure 3 (for more
information, see Supplementary Data).

Discussion

It has been argued that, in the current Age of Information
and Communication, ‘‘technoscience’’ reconstructs itself
based on an informational, rather than a material ontology
(Forman, 2007). Consequently, it is informational and not
natural resources that have allowed for a new view of the
natural and artificial phenomena, ranging from ‘‘.black
holes to DNA, from the organization of cells to the processes
of human thought, and from the management of corporations
to the allocation of global resources’’ (Mahoney, 1988). This
new ‘‘Weltanschauung,’’ based on digitalization, has mon-
umental economic and social implications and has practically
paved the way to the current knowledge economy (Powell
and Snellman, 2004).

In this article, we have shown how a blockchain technol-
ogy can be used in cases where information commons in-
teract with each other over digital networks, protecting the
former from the free-riding problem and securing their
sustainability.

More specifically, in the case of the biological sciences,
digitalization and informational resources have been chang-
ing the economic landscape toward a bioeconomy ‘‘[.]
based on the use of research and innovation in the biological
sciences to create economic activity and public benefit’’
(National Bioeconomy Blueprint, 2012). Importantly, the

bioeconomy differs substantially from the traditional free
market system, as it relies to a great extent on commons
arrangements of intangible, informational resources (Evan-
gelatos, 2018).

For instance, precision medicine and the subsequent eco-
nomic growth are to a great extent based on research plat-
forms consisting of information commons, such as public
biobanks and FLOSS, and is a prominent example of the
relevance of such commons arrangements for the bioec-
onomy (Huang et al., 2017). The increasingly emerging
health data cooperatives, built around biodata owned and
governed by the citizens, are also vivid examples of the role
of information commons arrangements both on the economic
and social level (van Roessel et al., 2017).

In this context, and although the concept of the commons
initially referred to the exploitation and management of
common natural resources, the similarities between the nat-
ural and information commons have been highlighted and
enthusiastically (although sometimes uncritically) embraced
(Hess and Ostrom, 2003).

Not surprisingly then, in an analogy to the first enclosure
and the privatization of common natural resources that took
place in (pre)industrial England (Yelling, 1977), appropria-
tion and commodification of informational common re-
sources nowadays have led to what is known as the second
enclosure movement (Boyle, 2003).

The history of the first enclosure has fueled a fierce intel-
lectual debate between those who consider the enclosure
to have propeled innovation and those who argue that this
progress has occurred at the cost of social inequity (Bradley,
2001).

Nowadays, numerous scholars in the fields of intellectual
property rights and economic history have argued for and
against the sustainability of the information commons and
many have advocated their enclosure because of the free-
riding problem and the so-called tragedy of the commons
(Travis, 2000). In other words, the free-riding problem is
used as evidence by the advocates of privatization that the

FIG. 3. Workflow of the prototype.
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commons are intrinsically unsustainable because some of
the commoners free ride on the shared resource leading the
commons to their demise.

Premised on the assumptions of economic rationality and
the tenets of neoclassical liberalism, the free-riding problem
emphasizes the risk of common resources depletion by in-
dividuals who act independently and rationally according to
each one’s self-interest, and who behave contrary to the
whole group’s long-term interests. Despite being primarily
concerned with natural common resources, the argument has
also set the basis for the contemporary repudiation of the
information commons as ‘‘. too horrifying to contemplate’’
(Hardin, 1968).

The argument is not without merit. In sharp contrast to
natural ones, informational resources cannot be over-
exploited and depleted. However, free riding produces social
inequality and may, therefore, discourage commoners from
contributing to the commons. Perhaps even more impor-
tantly, such developments would undermine the economy as
a whole, because commons arrangements and classical eco-
nomic systems coexist in a rather symbiotic relationship. This
is exemplarily demonstrated by the case of the Linux oper-
ating system, which in the 1990s was the sole alternative to
the digital monopoly of Microsoft.

Although the Linux kernel was licensed under the General
Public Licence (GPL), already in the early 1990s nearly 85%
of the Linux code was written by employees of major private
concerns. These private companies clearly benefited from the
effort put from other private companies and from individual
contributors to the improvement of the shared resource
(Vercellone et al., 2015). Moreover, a multitude of private
companies has adopted open-source business models, where
the generation of commercial value shifts away from the
actual products and derives from the product ‘‘halo.’’ For
instance, by providing a range of paid services (e.g., instal-
lation, customization, and training of personnel) around the
freely available Linux system, private companies present
impressive total revenues (RedHat, 2018).

It may thus be argued that in the current economic envi-
ronment, where value derives increasingly from informa-
tional resources, the privatization of the information
commons would have negative consequences for the econ-
omy. Despite these alarming concerns, we are currently
witnessing a reconfiguration of the social embedding of the
new informational environment in the direction of increas-
ingly enclosed informational resources (Travis, 2000). This
may have profound consequences for the bioeconomy be-
cause of its high reliance on informational resources. Indeed,
enclosing informational resources is anticipated to hamper
innovation and growth in the bioeconomy through an anti-
commons effect (Gold et al., 2007).

In this context, and based on the similarities between the
governance of common natural resources and the governance
of information commons, relevant scholarship has pointed
out the need for a politics of the information age (Frischmann
et al., 2014). In other words, a new political economy that will
regulate the social embedding of the commons and their re-
lationship to the free market system is needed. Specific policy
measures in that sense would include a core common infra-
structure, that would ‘‘. stretch from the very physical layer
of the information environment to its logical and content
layers’’ (Benkler, 2003).

Elsewhere, we have demonstrated how information
commons arrangements can be used for the promotion of
innovation through the facilitation of clinical trial data
sharing among private biopharmaceutical companies. By
implementing a single excludability criterion (quid pro
quo), we have treated knowledge (in the form of meaning-
fully aggregated ‘‘-omics’’ data) as a club good and devel-
oped a commons arrangement symbiotic to the free market
operational models (Evangelatos et al., 2016).

Here, we sought to address the free-riding problem by
providing a regulatory mechanism that protects the infor-
mation commons without, however, interfering with their
core operational framework, that is, without imposing op-
erational restrictions on the interaction between the com-
moners and the shared resource. Rather, we have focused on
the interaction between independent commons as wholes
and we have built an ecosystem consisting of the two in-
teracting commons, namely the public biobanks and the
applications using FLOSS, and the regulatory mechanism.
The latter comprises a network of interconnected source
validators that provide notary and authentication services.
To this end, we have utilized a blockchain technology that
serves as a ‘‘physical’’ intermediate layer at the interface
between interacting commons.

In the context of informational common resources, the
problem of free riding is in principle a data governance
problem. Blockchain-based platforms have already been
used as decentralized approaches to the governance problems
of data management and sharing (Shabani, 2019). Of interest,
these technologies may be the answer to the problem of the
so-called digital ‘‘toxicity’’ (Özdemir, 2018).

Recently, blockchain has been used to ensure the integrity
and nonrepudiation of transactions between data consumers
(humans or programs) and biomedical databases. By using
small digital contracts, the blockchain application guarantees
that the retrieved data cannot be modified by either the data
consumer or the database (Kleinaki et al., 2018). More spe-
cifically, the application ensures both the integrity and non-
repudiation of the data that is acquired from a biobank. The
notary service records the query, and the resultant data are
being added by the biobank to the existing blockchain as a
new block so that the related information can be recalled in
the future for any query on the transaction.

In our case, the blockchain supports the functionality of
the ecosystem through the application of a controlling unit,
namely the source validator. The prototype is developed on
a network module using the web services for the regulation
of the interactions between the various components. The
source validator and the data provider services are de-
ployed on an internet accessible system and tested for
proper functioning. In our model, the source validators are
the nodes that provide the required processing power and
generate the new keys while at the same time, they main-
tain the ledger of the transactions (i.e., the updated versions
of FLOSS). This way we secure that violations of the
operational premises of the information commons cannot
occur.

The technology resembles a blockchain in that it consists
of interconnected, synchronized nodes that generate keys
(allowing the interaction between biobanks and FLOSS) and
maintain a ledger of values (in the form of the updated
versions of FLOSS) using a peer-to-peer network.
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More specifically, the regulating mechanism in our system
is implemented as a network of individual validating units
that perform the same tasks and have common information
regarding the FLOSS versions. The individual unit of the
source validator is similar to a node of the traditional
blockchain and the information regarding the different ver-
sions of FLOSS corresponds to the information blocks. Fur-
thermore, each validating node in the system is connected to
every other node as in the classical blockchain. This inter-
connection ensures that any new version of the FLOSS (new
block of information in the blockchain) updated at any node is
immediately synchronized across all the other nodes main-
taining the shared ledger concept of the FLOSS versions.

Implementing the source validator in the lines of block-
chain principles provides the system with the required re-
dundancy, thus avoiding single points of failure. Furthermore,
it offers a performance benefit by allowing the biobanks to
contact any available validating unit closer to its location. Of
importance, this setup further gives us the flexibility of im-
plementing regulatory operations using publicly available
blockchain implementation models such as Ethereum.

Although many different tools for software versioning
exist (such as Git), our model has far-reaching consequences
as it provides a generic scaffold for the functional regulation
of information commons. However, it also has limitations.
First, it is functional only in cases where FLOSS is employed
for exclusively online use of data stored in biobanks. In case
the data are downloaded to private servers, then it would be
possible for the violator to use an old version of the FLOSS to
request and download the data, and then use the modified
version offline. This way the violator would have evaded the
controlling mechanism.

To avoid this elusion, a mechanism may be introduced,
whereby the data from the biobank are sent in an encrypted
form. In this case, the source validator would send the key
to the biobank based on the FLOSS version that was passed
in; the biobank would then encrypt the data using the en-
coded key and then forward it to the application. The
computing function of the FLOSS would now have to first
decrypt the data before the application can use it. The de-
cryption service would be built into the source validator.
The computed method of FLOSS would then pass the en-
crypted data along with the current class version to the
decryption service.

Finally, the source validator would determine the key
from the class code that was passed in, apply the encoding
algorithm on the key, and then try the decrypt the data that
would have been passed in. Decryption thus would only be
possible if the two FLOSS versions (the one used to request
the data and the other performing the computation) are the
same.

As far as the design of the prototype is concerned, we have
used MD5 although it has been cryptographically broken for
more than a decade. Indeed, there are other approaches, such
as for example, SHA-2/3, Keccak, or Blake2b, that could be
used. However, every new technique will probably also be
broken in the future rendering the technical part not the most
important aspect of our work, which primarily focuses on the
reconceptualization of the information commons and their
protection.

A second limitation is that the model presupposes a read-
iness of the public biobanks to become members of the

ecosystem and allow for the source validators to check their
‘‘clients’’. Finally, public or private research organizations
should provide the necessary infrastructure (in the form of
servers with adequate processing power and storing capacity)
that would constitute the hardware scaffold (in the form of the
source validators) of the ecosystem.

Despite these limitations, we believe that our model of-
fers a horizontal, nonhierarchical, self-regulatory mecha-
nism utilizing a blockchain technology for the protection of
the commons. This technology is not limited to the bio-
logical sciences and the bioeconomy, but it could be used in
cases where information commons interact with each other
over digital networks, serving as a core common infra-
structure. In the case of health data cooperatives and similar
social arrangements/contracts, where citizens own and
govern their biodata, this technology could be implemented
to ‘‘re-design’’ our societal democratic models and the very
role of citizens. In this respect, it has far-reaching impli-
cations as it could serve as a generic law in the new political
economy of the digital era.

Conclusions

A commons is the economically relevant institutional
arrangement of human agents around a shared resource
and, as such, an integrated socioeconomic paradigm. In-
formation commons arrangements enabled by digitaliza-
tion are of paramount importance for the bioeconomy.
However, a major critique has been that information
commons are vulnerable to violations that threaten their
sustainability, and that the only way to effectively exploit
informational resources is their enclosure. By employing a
blockchain technology at the interface between two inter-
acting commons, that is, public biobanks and FLOSS, we
have developed an ecosystem that protects the information
commons from the free-riding problem and guarantees
their sustainability without hampering their operational
framework.

Our model demonstrates the interdependence of the com-
mons not as an abstracted theoretical exercise, but rather as
a physical reality that leads to the transformation of the re-
search, economic and social landscape in the biological sci-
ences. This technology could be used in cases where
information commons interact with each other over digital
networks, such as in the case of health data cooperatives and
similar social arrangements, where citizens own and govern
their biodata. In this respect, it has far-reaching implications
as it could serve as a generic law in the new political economy
of the digital era.
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